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1 1.1Technical Specification 1

(See attachment)

1.2Service requirement:

(1) New Firewall with Protection
Subscription 3 Years
(include UTM & Featured

key)

(2) 3 Years 24x7 Hardware
warranty and Maintenance
(In the event of a firewall
hardware  failure, the
Contractor shall provide
24x7x4 on-site maintenance
service, which includes the
provision of all necessary
spare parts, full hardware
replacement, and a temporary
loan unit of equivalent or
higher specifications to
restore operations.)

(3) Once time Onsite Setup and
Migration including
optimization with School
Switches and Server (if any)
( within 2 hours complete)

(4) 3 Years 24x7xNBD Managed
IT Professional Support
(MSP) by Email, remote,
ticket and Onsite including
24 hours Proactive
monitoring and alert, Change
management, firmware,
setting, policy update,
Professional Technical &
Firewall security support.




Attachment

Technical Specification

Throughput?

UTM (full scan)? 1.85 Gbps
VPN (IMIX) 1.80 Gbps
HTTPS (IPS enabled, full scan) 1.12 Gbps
Antivirus 3.00 Gbps
IPS (full scan) 2.41 Gbps
Firewall (UDP 1518) 7.90 Gbps
VPN (UDP 1518) 5.80 Gbps

Capacity

Network Interfaces

4x2.5Gb, 4x1Gb, 2xSFP+

I/0 interfaces

1 Serial/2 USB-A 3.2

Concurrent connections 6,000,000

Concurrent connections (proxy) 320,000

New connections per second 60,000

VLANs Unrestricted

WSM licenses (incl) 4

EDR Core Sensors included 75

VPN Tunnels

Branch Office VPN 100

Mobile VPN 100

Firewall Stateful packet inspection, TLS decryption, proxy firewall

Application proxies

HTTP, HTTPS, FTP, DNS, TCP/UDP, POP3S, SMTPS, IMAPS, and Explicit Proxy

Threat protection

DoS attacks, fragmented & malformed packets, blended threats

Filtering options

Browser Safe Search, Google for Business

VPN

Site to Site VPN KEv2, IPSec, Policy and Route Based Tunnels, TLS hub and spoke

Remote Access VPN IKEV2, [PSec, L2TP, TLS

Visibility

L.ogging and notifications WatchGuard Cloud & Dimension, Syslog, SNMP v2/v3

Reporting WatchGuard Cloud includes over 100 pre-defined reports, executive summary, and visibility tools

Certifications

Security Pending: CC, FIPS 140-3
Safety NRTL/CB

Network IPv6 Ready Gold (routing)

Hazardous substance control

WEEE, RoHS, REACH

Networking

SD-WAN

Multi-wan failover, dynamic path selection,
jitter/loss/latency measurement

Dynamic Routing

RIP, OSPF, BGP

High Availability

Active/Passive, Active/Active

QoS

802.1Q, DSCP, IP Precedence

Traffic Management

By policy or application

IP address assignment

Static, DHCP (server, client, relay), PPPoE,
DynDNS

NAT

Static, dynamic, 1:1, IPSec traversal, policy-
based

Link aggregation

802.3ad dynamic, static, active/backup
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